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SCENARIO SUMMARY
	Canada experiences a cascading national power failure affecting hydroelectric generation and transmission across multiple provinces. Within 45 minutes, over 70% of Canadians are without power, with major urban centres experiencing rolling or sustained blackouts.
Initial indicators strongly suggest a hostile nation-state cyber operation targeting operational technology (OT) and grid management systems. Telecommunications are degraded as backup power depletes, and misinformation is circulating widely.
The incident is assessed as critical infrastructure disruption. Response efforts are focused on safety, stabilization, and restoration under uncertain conditions.



INJECT QUESTION
	In the first 45 minutes of receiving this information, how will you (and your team) consider human factors, maintain critical operations, and coordinate response amid widespread power loss, degraded communications, and uncertain information?



PROFESSIONAL PRACTICES TESTED
	1  Program Management
	2  Risk Assessment
	3  Business Impact Assessment



RISK & RESILIENCE TRENDS
	IT Disruptions
	Power Outages
	Financial Conditions
	Reputational Risks



Produced in partnership with DRI Canada  ·  Train. Prepare. Recover.

Section 1  Team Information

	Team Name
Your team's name for this exercise
	




	Organization
Your actual or fictional company/organization name
	




	Sector
e.g. Large Corporation, SME, Municipality, Healthcare, Finance…
	




	Team Members
List all participants and their roles
	









	Exercise Date
May 1, 2026
	




	Inject Number
Inject 1 — Initial Scenario
	




	Time Allotted
45 minutes
	








Section 2  Situation Assessment

	Assess the situation based on what you know right now. Document your understanding, the key risks facing your organization, your working assumptions, and where your information is coming from. Be specific to your sector.



	Current Situation Summary
What is happening right now, as understood by your team?

	











































	Key Risks Identified
What are the most significant risks to your organization at this moment?

	Risk Description
	Likelihood
	Impact (H/M/L)

	


	
	

	


	
	

	


	
	

	


	
	



	Assumptions
What are you assuming to be true in the absence of confirmed information?

	



























	Evidence / Information Sources
What sources are you using to inform your understanding?

	





































Section 3  Prioritization

	Determine your top 3 immediate priorities given the scenario. Order matters — Priority 1 is what you must address first. Provide clear rationale for each choice. Consider life safety, critical functions, and organizational continuity.



	#
	Priority
	Rationale

	1
	



	

	2
	



	

	3
	



	



	Conflicting Priorities
Were there any tensions or trade-offs in your prioritization? How did you resolve them?

	


























Section 4  Decision Making

	Document the key decisions made in the first 45 minutes, who has authority to make them, and what constraints are shaping your choices.



	Key Decisions Made
List the critical decisions taken or initiated in this response window.

	Decision
	Made By
	Status

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



	Decision Authority / Structure
Who is empowered to make decisions? How is authority structured during this incident?

	























	Constraints
What factors are limiting or influencing your decisions? (e.g., resources, legal, communications)

	





































Section 5  Operational Response

	Describe the actions your team is taking to maintain critical operations and respond to the incident. Focus on what is being done, not just planned.



	Actions Taken
What immediate actions has your team initiated in the first 45 minutes?

	Action
	Owner
	Timeline

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



	Critical Functions
Which critical business/organizational functions are you prioritizing to maintain?

	





















	Resources Used / Needed
What resources are being deployed? What gaps exist?

	Resources Available / Deployed
	Gaps / Resources Needed

	































	





Section 6  Communications

	With degraded telecommunications and active misinformation, your communication strategy is critical. Document your internal coordination approach, your external messaging, and how you are handling false information.



	Internal Communications
How are you communicating with your team and leadership when normal channels may be impaired?

	





















	External Communications
What messages are being sent to clients, partners, regulators, media, and the public?

	Audience
	Key Message
	Channel / Method

	


	
	

	


	
	

	


	
	

	


	
	



	Misinformation Handling
How are you identifying and responding to misinformation circulating about the incident?

	

































Section 7  Risk Awareness

	Identify both the immediate impacts you are experiencing and the cascading risks that could develop if the situation continues or worsens.



	Current Impacts
What direct impacts is your organization experiencing right now?

	Operational Impacts
	People / HR Impacts
	Financial / Reputational Impacts

	












	
	



	Cascading Risks
What secondary or cascading risks are emerging or could develop in the next 2–4 hours?

	Cascading Risk
	Timeframe
	Mitigation

	



	
	

	



	
	

	



	
	

	



	
	




Section 8  Adaptability & Forward Planning

	Look ahead. What are your next steps as the situation evolves? What would trigger a change in your approach? What have you already needed to adapt?



	Next Steps
What are your planned actions for the next inject / next phase of response?

	Next Step / Action
	Owner
	Trigger / Timing

	
	
	

	
	
	

	
	
	

	
	
	



	Decision Triggers
What specific developments would cause you to escalate, de-escalate, or significantly change your approach?

	
























	Adjustments Made
Have you already had to deviate from your plan or initial approach? What changed and why?

	

















































Section 9  Reflection

	After the exercise, use this section to capture your team's honest assessment. What went well? Where were the gaps? What are the key insights you are taking away?



	What Worked Well
Recognize the strengths your team demonstrated during this inject.

	




















	Gaps Identified
Where did your plans, capabilities, or coordination fall short?

	Gap / Weakness
	Recommended Improvement

	


	

	


	

	


	

	


	



	Key Insights
What are the 2-3 most important things your team is taking away from this exercise?

	






































	OVERALL TEAM READINESS SELF-ASSESSMENT
Rate your team's overall preparedness demonstrated in this inject:   1 (Not Ready)  ·  2  ·  3  ·  4  ·  5 (Fully Ready)

	Circle or write your score:        /5          Comments:
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