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Inject Two Debrief & Inject Three Briefing

A national tabletop exercise testing decision-making, coordination, and continuity under complex, cascading disruptions.
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Test your plans before reality does.




TODAY'S BRIEFING

Agenda

01 Inject Two Recap
Where the escalation took us — cyber confirmed, failover held, fuel and comms biting

How Teams Responded

Ten submissions across five sectors, under a two-hour clock

Submission Highlights

Standout thinking from this round's participants

04 Leaderboard
Current standings — Excellent Scores
05 Introducing Inject Three
The next escalation — a second breach, extortion, and a 48-hour fuel gap
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INJECT TWO - MAY 1, 2026 - 2:45 PM EDT

Where Inject Two Left Us

The outage is confirmed cyber-related with no restoration timeline. Anomalous traffic
is now reaching backup and recovery environments — turning failover into a risk
decision rather than a routine continuity move.

Telecommunications keep failing as provider backup power depletes — mobile and
internet drop across widening regions. Vendor advisories, normally trusted, are
themselves now uncertain, so teams can no longer take external guidance at face
value.

Generator runtime and fuel reserves at primary and backup sites are hitting the
thresholds teams flagged in Inject 1, and fuel resupply cannot be confirmed.

CURRENT ASSESSMENT

failover-versus-cyber-containment tension defined the phase.

Cyber

Failover

Fuel &
province

confirmed cause — no restoration
timeline

now a risk decision — recovery may be
compromised

reserves nearing limits; resupply
unconfirmed

degrading — vendor advisories now
unreliable

Containment-first, hold-and-verify posture — teams protected recovery environments and manual operations while the
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INJECT TWO

How the Scenario Landed

Five participant groups, five very different realities.

Large Corporations & Critical Infrastructure Medium-Sized Corporations Small & Medium Enterprises

Anomalous traffic on recovery environments turns a Backup power depletes with no confirmed resupply; Digital payments and connectivity fail; survival hinges
routine failover into a risk decision — restore leaders must choose what to shed while degraded on cash handling, simple manual processes, and
operations, or spread the compromise into the last comms limit coordination across sites. customer trust.

clean reserve.

Communities & Local Governments Individuals & Households

A sustained continuity challenge — fuel rationing, A prolonged outage with a confirmed cyber cause
vulnerable-population welfare, and verified public heightens anxiety; reliance on official channels grows
messaging under a possible State of Local Emergency. amid persistent rumour.
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HOW SUBMISSIONS ARE REVIEWED

Judging Criteria

Decision-Making Continuity of Operations
Sound, timely choices made under uncertainty and incomplete Practical steps to sustain critical services and protect people.
information.

Coordination Resilience & Recovery
Internal and external communication, escalation, and partner Forward-looking actions that strengthen recovery and reduce future risk.
engagement.
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TABLETOP EXERCISE - AFTER-ACTION HIGHLIGHTS

Inject Two: What the Teams Did

Teams responded to a confirmed cyberattack, compromised recovery environments, and arriving fuel limits
— here is what they flagged, decided, and learned.

10 5 2 hr National

participating teams sectors represented decision window scale of impact

Team codenames shown as submitted — CIOB - Team Toba - ANDJ - ATCO - WCB AB - BNPP - Maple Leaf Financial - True North Resilience - Resilience Rangers - City of Clearwater



The scenario every team responded to

Cyber confirmed Recovery at risk
The national outage is confirmed cyber-related — a suspected nation-state Anomalous traffic reaches backup and failover environments; advisories
operation against grid OT / SCADA. No restoration timeline. warn the reserve you were holding may itself be compromised.

Comms degrading Fuel & power
Telecom keeps failing as backup power depletes; mobile and internet drop; Generator runtime and fuel reserves hit the thresholds teams flagged in
even vendor advisories are now unreliable. Inject 1, with no confirmed resupply. Manual workarounds now sustain

minimum operations.
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HOW TEAMS RESPONDED — BY THE NUMBERS

Inject 2 - aggregate view across every team

10 100% Life Contain
safety

teams responded, across five held or deferred failover pending near-universal first priority first — protect the reserve before
sectors cyber validation any restore

Communications: teams held PACE discipline — verified facts only through a single source of truth, with sat phones, radios and runners as telecom degraded.

Posture: containment-first — every team protected the clean recovery environment and leaned on manual workarounds rather than risk a compromised failover.



How priorities shifted under a confirmed cyber threat

Contain cyber & protect Sustain critical functions Verified communication
recovery
Hold failover and protect the clean recovery Keep essential services running on manual Single source of truth, verified facts only — align
environment; validate before any reconnection. workarounds within recovery objectives while messaging with government where the event is
Preserving the last reserve outweighs a faster power, fuel and staff are constrained. national in scale.
restore.

Cross-cutting: life safety stayed the overarching filter — every containment and continuity trade-off was weighed against protecting people first.
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The threats teams flagged most

Compromise spreads to recovery Fuel & backup power Staff availability & fatigue

Failing over before validation could spread the attack Generators at primary and backup sites near critical People can't reach work or must protect family;
into the last clean reserve — named high / high by thresholds; resupply unconfirmed, forcing load- sustained manual operations raise fatigue and error
nearly every team. shedding decisions. rates.

Loss of critical services Data integrity & privacy Unverifiable information

Water, wastewater, payments, 911 and core systems Compromised backups or authentication and Even vendor advisories are now uncertain — teams
at risk as power fades and systems stay offline possible data exposure raise breach-notification and must verify external guidance before acting on it.
pending validation. privacy obligations.
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What got decided — and who decided it

Key decisions made

The Great Canadian Disaster -

Hold / defer failover pending cyber validation of the recovery
environment

Adopt a containment-first posture — protect the clean reserve before
restoration

Activate manual workarounds to sustain minimum critical services

Shed non-essential load to extend generator runtime; prioritise fuel to
critical systems

Disconnect VPN / remote access and isolate systems on security advice

Escalate fuel resupply and alternate facilities through emergency /
government channels

Define go / no-go criteria and triggers for any failover or reconnection

Inject Two Debrief & Inject Three Briefing

Decision authority & structure

Cybersecurity moves into (or co-leads) incident command given the
active threat

Failover requires a joint CIO / CISO recommendation with executive /
CEO approval

Tiered command holds: IMT (tactical) > CMT (strategic) - Executive

Financial teams engage OSFI / FINTRAC; privacy and breach obligations
considered

Governments align public messaging with provincial / federal
coordination

Reconnection authority rests with security following technical
validation

Train.
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What had to keep running — and with what

Critical functions protected Resources leaned on

e Cyber containment & recovery-environment validation (new focus) e Backup generators & fuel — now the binding constraint

e Emergency services & life-safety operations e Manual workarounds — paper forms, offline logs, printed plans

e Water & wastewater; core control systems (SCADA) e PACE comms — sat phones, radios, runners, in-person coordination
e Payments, settlement & access to funds (financial teams) e External cyber IR partners and CCCS / government coordination

¢ Incident command (IMT / CMT) and situational reporting e Cyber forensic & monitoring capacity (in short supply)

e Verified internal & external communications e Mutual aid & alternate facilities (often delayed at national scale)

Train.
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Internal, external & fighting misinformation

Internal External
Command centre as single coordination hub. Audiences: customers/public, regulators, Single source of truth; official channels only.
PACE fallbacks — sat phones, radios, runners, in- partners. Message: verified facts only; align with Verify vendor advisories before acting. Staff
person. SitRep cadence every 30—60 minutes. provincial / federal government on a national avoid speculation and social media.

event.

Signature move: teams that had rehearsed analog fallbacks and a verified-only discipline kept a common operating picture as digital channels and even vendor
advisories became unreliable.
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Cascading risks & decision triggers

Cascading risks (next 2—4 hours)

Compromise spreads into recovery / failover environment
Generator fuel depletion forces an uncontrolled shutdown
Total telecom collapse as network backup power fails

Staff fatigue and rising error rates in manual operations
Data exposure and privacy / breach-notification obligations

Loss of situational awareness as systems degrade

The Great Canadian Disaster - Inject Two Debrief & Inject Three Briefing

Decision triggers (escalate / change)

e Recovery environment validated clean - failover permitted

Both sites projected to exhaust fuel within the planning horizon

Confirmed compromise spread beyond the original environment

Critical services approaching MAO / MAD thresholds

Telecom loss prevents effective command and control

De-escalate when power, comms & systems stabilize
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“ WHAT WORKED WELL — STRENGTHS

Strengths demonstrated across the exercise

. Disciplined failover restraint . Communications resilience

Teams held failover until cyber validation, accepting degraded operations to PACE fallbacks and verified-only messaging kept a common operating picture
protect the last clean recovery environment. as telecom and vendor advisories degraded.

. Single source of truth . Resource preservation

Messaging routed through a comms / crisis approval gate; vendor advisories Non-essential load shed early and manual workarounds activated to stretch
cross-checked before use; social media excluded. fuel and sustain minimum operations.



The Great Canadian Disaster -

WHAT WORKED WELL

Strengths teams saw in themselves

Cyber into command

Cybersecurity stepped into (or co-led) incident
command quickly once the cause was confirmed.

Containment discipline

Teams recognised failover as a risk decision and
defined what must be verified before reconnection.

Inject Two Debrief & Inject Three Briefing

Cross-functional reflex

Cyber, IT, ops, facilities, comms and BCM operated as
one integrated response structure.

Analog as fallback

Where digital failed, radio, satellite and manual
processes kept coordination alive.

Plans paid off

Existing BCP / DR playbooks, ICS roles and go/no-go
criteria smoothed a fast-moving decision.

Real-world experience

Teams drew on lived events — the Iberian blackout,
Puerto Rico fuel lessons — to steady decisions.
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“ COMMON GAPS — WHERE PLANS FELL SHORT

The weaknesses this next inject is built to probe

. Limited cyber capacity . Manual-ops limits unknown

Forensic and monitoring capacity was thin — several teams flagged they could Manual workarounds were activated but capacity, transaction limits and
not scope or validate quickly with the people available. sustainable duration were rarely quantified.

. Breach / notification gaps . Undefined triggers

Few teams had defined breach-notification, privacy and law-enforcement Failover and reconnection go/no-go thresholds were often set in the moment
playbooks ready for a concurrent data incident. rather than pre-defined.




SUBMISSION HIGHLIGHTS

Standout thinking from Inject Two

Team A - CIOB Team B - NRCan Team WCB

Containment-first federal posture — delayed failover A formal Failover Decision Framework with explicit Cybersecurity took incident command; clear go/no-go
pending SSC / CCCS validation, protected recovery evidence-before-failover criteria and PACE DR criteria, VPN disconnection, and messaging aligned
environments, and coordinated cyber response through communications across the DEOC and sector partners. to provincial / municipal government.

established channels.

O O
Team F - Clearwater Team Toba - Manitoba
Anticipated the community cascade — food spoilage, Bank-grade decision matrices — failover, fuel, comms Whole-of-government coordination — a Cyber
grocery / pharmacy stress, vulnerable-population and customer-impact thresholds — with OSFI / Recovery Decision Group, fuel prioritisation, rolling-
welfare — and stood up a Cyber Response Branch in FINTRAC engagement and manual processing for blackout planning, and manual cheque continuity for
the EOC. critical payments. vulnerable residents.
Train.
e e ws® Prepare.
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ADD YOUR THOUGHTS

Strong instincts. Now the threat compounds.

What did you learn from Inject Two — before a second adversary tests you?



LEADERBOARD — OVERALL STANDINGS

Inject Two Results

10 teams - final = average of judges (1-5 scale)

1 4.89

TeamH
2 Team) 4.85
2 Team H 3 Team C 4.73
Team ] Team C 4 Team A 4.73

Team CIBC

ANDJ Enterprise Team WCB 5 Team G 4.68
6 Team| 4.65
7 TeamF 4.59
Higher Scores this Inject g Team E 455
Overall judging scores increased for all teams during inject 2. 9 Team B 3.78
10 Team K 3.18
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THE GREAT CANADIAN DISASTER - FINAL STANDINGS

Overall Leaderboard — After Three Injects

Combined results across Injects One, Two and Three

‘ Team CIOB

Team Toba
|

Team Atco

1ST PLACE

I AND] Enterprise
2ND PLACE




Introducing

The crisis is now sustained — fuel resupply is 48+ hours out and stores and pharmacies are closing — when a second, separate
criminal intrusion hits your enterprise IT with a data-extortion demand.

2:45 PM EDT 48 hours May 3, 2026



INJECT THREE - MAY 2, 2026 - 2:45 PM EDT

The Situation

A second, separate intrusion is exfiltrating data from enterprise IT while the outage continues;
an extortion demand has arrived and the breach cannot yet be scoped.

More than a day into the event, the emergency has settled into a sustained crisis with no
restoration timeline. Fuel resupply is now at least 48 hours away, power remains unavailable across
many regions, and the manual workarounds you stood up are now the primary way you sustain
minimum operations. IT Disruptions

Cyber Extortion
Data Breach & Privacy

Workforce Fatigue

The disruption is now visible on every street — grocery stores and pharmacies are closing or on
limited hours, electronic payment is down, and cash is increasingly the only tender. Then the
situation changes character: security identifies a second, separate cyber intrusion inside your
enterprise IT, distinct from the nation-state OT attack and assessed as opportunistic criminal

Reputational Risks

exploitation.
PROFESSIONAL PRACTICES
Evidence points to data exfiltration — sensitive employee, customer, or operational data. Nothing )
. . . . . Risk Assessment
is encrypted, but an extortion demand has arrived: pay, or the stolen data is released. With
systems degraded, you cannot yet confirm what was taken or whether the intrusion is contained. o Incident Preparedness & Response

You are now managing two adversaries at once.

° Crisis Communications

@ Coordination with External Agencies

The core tension: two concurrent adversaries — a nation-state OT attack and an opportunistic
criminal breach — under an extended fuel gap, exhausted staff, and systems you can no longer fully

trust or see. m Train.
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INJECT THREE

Sector impacts as the crisis deepens

Large Corporations & Critical Infrastructure Medium-Sized Corporations Small & Medium Enterprises

A second, criminal intrusion competes with the OT Load-shedding to stretch fuel now collides with the Cash-only trading continues as stores and pharmacies
investigation for scarce forensic capacity; a data- power and tooling a second investigation needs; close; a data breach they cannot scope threatens
extortion demand forces an executive decision under breach-notification duties arrive as comms stay customer trust and limited resources.

unconfirmed scope. degraded.

The Great Canadian Disaster -

Communities & Local Governments
Food, pharmacy and fuel access are failing for residents

just as a suspected breach of resident and employee
data adds privacy and notification obligations.

Inject Two Debrief & Inject Three Briefing

Individuals & Households

Closed stores, cash-only tender, and news of a data
breach heighten anxiety; reliance on official, verified
information grows.
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OVER THE NEXT TWO HOURS

Discussion Questions

You are now managing two concurrent cyber threats under an extended fuel gap and an extortion demand you cannot yet
verify. How does your team respond?

Extortion & breach — Do you engage, ignore, or refer the extortion demand — and who has authority to decide whether payment is even on the table
1 when you cannot confirm what was taken?

Notification under uncertainty — What legal, privacy and regulatory obligations (privacy commissioners, OSFI / FINTRAC, affected individuals) does a
2 breach you cannot yet scope trigger — notify now or wait?

Competing priorities & power — With two intrusions drawing on the same forensic capacity and load-shedding required, how do you prioritise — and
3 does forensic capability make your keep-powered list?

Sustaining & communicating — Manual workarounds are now primary and error rates rising. How long can you sustain them, and what do you tell
4 staff, customers and the public about a breach you cannot yet scope?



BEFORE YOU RESPOND

Revisit your Inject Two posture

In Inject Two you held failover and protected your reserve. This adversary did not target the reserve — it went
after the data in the environment you kept running. Which assumptions still hold?

You assumed manual workarounds could sustain operations “for a limited period.” That period is now extended
and your people are tired — does that assumption still hold?

If you assumed a single adversary, or that not failing over kept you safe, how does a second, concurrent, financially-motivated
actor change your posture?

Test your plans before reality does.

l Train.
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The Great Canadian

The clock starts now.

Two adversaries. Contain, verify, and decide on the extortion — before the data drops.

Train.
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Empowering Canada’s continuity professionals to build a resilient nation.

Test your plans before reality does.




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28

