The Great Canadian

Test your plans before reality does

)

Inject Two

In a few hours, things have worsened. The outage is confirmed cyber-related with no
restoration timeline, and telecom keeps failing as backup power runs down.
Anomalous traffic is now hitting backup and recovery environments, and advisories
warn your failover sites may be compromised too — so failing over could restore
operations or spread the attack to your last reserve. Meanwhile fuel and generator

The core tension: rapid failover versus cyber containment, under failing power and
unverifiable information.

limits are hitting the thresholds teams flagged in Inject 1, with no confirmed resupply.

Start Time Next Inject Date
2:45 pm EDT 24 hours May 1, 2026

National exercise designed to test decision-making, coordination, and
continuity capabilities under complex, cascading disruptions.
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Roughly four hours into the event, the
picture has sharpened and worsened.
Authorities have now confirmed the national
outage is cyber-related. No restoration
timeline is available. Telecommunications
continue to deteriorate as provider backup
power depletes, and mobile and internet

service is failing in a widening set of regions.

Security teams — your own and your
partners’ — are detecting anomalous traffic
directed at backup and recovery
environments. Vendor advisories now warn
that failover and alternate operating
environments may themselves be
compromised. This turns a straightforward
continuity move — fail over to your backup
— into a risk decision: failing over quickly
may restore operations, or may spread the
compromise into the one environment you
were holding in reserve.

At the same time, the resource pressure
your teams forecast in Inject 1 is arriving.
Generator runtime and fuel reserves at
primary and backup sites are now
approaching the thresholds many of you
identified as your key cascading risk, and
fuel resupply cannot be confirmed. The core
tension of this phase is the trade-off
between rapid failover and cyber
containment — under deteriorating power,
degrading communications, and information
you cannot fully verify.
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degrade?

authority to decide?

verified before reconnection?

unverified information?

Over the next two hours, how does your team resolve the tension between rapid
failover and cyber containment while power and communications continue to

» Failover decision: Do you activate your backup / alternate
site / manual processes now, defer against a defined trigger, or
hold? What evidence would move you, and who holds the

» Containment vs. restoration: How do you weigh leadership’s
pressure for system access against the risk of spreading a
compromise into your recovery environment? What must be

» Power & fuel: With generator runtime and fuel approaching
critical thresholds, what do you shed, prioritize, or escalate —
and does this change your failover timing?

« Verified communication: With even vendor advisories
uncertain, how do you decide what front-line staff, customers,
and the public are told — and how do you avoid amplifying

Before you respond — revisit your Inject 1
assumptions.

* Which of the assumptions you recorded in
Inject 1 still hold now that the cause is confirmed
cyber?

» If you assumed no concurrent cyber attack, or
that backup power / failover would activate
cleanly, how does that change your posture?

Train.
Prepare.
Recover.



	National exercise designed to test decision-making, coordination, and continuity capabilities under complex, cascading disruptions.
	Test your plans before reality does

	Inject Two
	Start Time
	2:45 pm EDT

	Next Inject
	24 hours

	Date
	May 1, 2026


	Professional Practices
	Risk and Resilience Trends
	IT Disruptions
	HR Issues
	Cyber Event
	FInancial Conditions
	Reputational Risks

	May 1, 2026 2:45
	Over the next two hours, how does your team resolve the tension between rapid failover and cyber containment while power and communications continue to degrade?
	• Failover decision: Do you activate your backup / alternate site / manual processes now, defer against a defined trigger, or hold? What evidence would move you, and who holds the authority to decide? • Containment vs. restoration: How do you weigh leadership’s pressure for system access against the risk of spreading a compromise into your recovery environment? What must be verified before reconnection? • Power & fuel: With generator runtime and fuel approaching critical thresholds, what do you shed, prioritize, or escalate — and does this change your failover timing? • Verified communication: With even vendor advisories uncertain, how do you decide what front-line staff, customers, and the public are told — and how do you avoid amplifying unverified information?
	Before you respond — revisit your Inject 1 assumptions. •     Which of the assumptions you recorded in Inject 1 still hold now that the cause is confirmed cyber? •     If you assumed no concurrent cyber attack, or that backup power / failover would activate cleanly, how does that change your posture?



