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Test your plans before reality does

Inject Three

Start Time Next Inject Date

Professional Practices

Risk and Resilience Trends

Business Impact 

Analysis

Awareness & Training Programs

Business Continuity Strategies

Power Shortage HR Issues

Cyber Events
2:45 pm EDT 48 hours May 1, 2026

no restoration in sight. Fuel resupply is 48+ hours out, power is still down in

many regions, and manual workarounds now run operations. Stores and

pharmacies are closing; cash rules. Now a second, separate criminal intrusion

hits enterprise IT — data exfiltrated, an extortion demand received, scope

unconfirmed. Two adversaries, exhausted staff, shrinking fuel, systems you

can't fully trust.

Financial Conditions



More than a day into the event, the

crisis has settled in with no restoration

timeline in sight. The fuel resupply that

was still pending in Inject 2 is now at

least 48hours away, power remains

unavailable across many regions, and

the manual workarounds you stood up

are now the primary way you sustain

minimum operations. Fuel shortages

have moved from forecast to fact.

The disruption is now visible on every

street. Grocery stores and pharmacies

are operating on reduced hours or

closing entirely, electronic payment is

down, and cash is increasingly the only

accepted tender. Demand for

information and assistance is climbing

just as your ability to provide it is most

constrained.

Then the situation changes character.

Security identifies a second, separate

cyber intrusion inside your enterprise IT

environment - distinct from the

nation-state OT attack, and assessed as

opportunistic cybercriminal exploitation.

Evidence points to exfiltration of

sensitive employee, customer, or

operational data.

Nothing is encrypted, but an extortion

demand has arrived: pay, or the stolen

data is released. With systems

degraded, you cannot yet confirm what

was taken or whether the intrusion is

contained.

May 1, 2026 2:45
You are now responding to two concurrent cyber threats — the original nation-state
OT attack and a separate, opportunistic criminal intrusion exfiltrating data from
your enterprise IT environment — under an extended (48-hour) fuel-resupply delay
and sustained power and communications constraints. You have received an
extortion demand you cannot yet verify. Over the next operational period, how does
your team respond? In your response, address:

Extortion & breach decision: Do you engage with, ignore, or refer the extortion demand
— and to whom? Who holds the authority to decide whether payment is even on the
table, and on what evidence, when you cannot yet confirm what was taken?
Notification under uncertainty: What legal, privacy, and regulatory obligations are
triggered by a suspected breach you cannot yet scope (e.g., privacy commissioners,
sector regulators, OSFI / FINTRAC, affected individuals)? Do you notify now or wait for
confirmation — and what are the risks of each?
Competing cyber priorities: With two intrusions drawing on the same limited forensic
and monitoring capacity, how do you prioritize? Does this change the containment-
first, hold-failover posture you adopted in Inject 2?
Power vs. investigation: With resupply at least 48 hours away and load shedding
required, does forensic and monitoring capability make your “keep-powered” list —
and what do you shed to protect it?
Sustaining degraded operations: Manual workarounds are now primary and error rates
are rising. How long can you sustain them, what triggers a further reduction in
services, and how do you protect fatigued staff now also carrying breach response?
Verified communication (tested again): Your Inject 2 posture was verified-facts-only,
single-source-of-truth. A breach and extortion threat you cannot yet scope tests that
discipline directly. What do you tell staff, customers / residents, and the public — and
how do you avoid both premature disclosure and a damaging silence?

Before you respond — revisit your Inject 2 posture.
•  In Inject 2 you protected your reserve / recovery environment and held failover. This adversary
did not target your reserve — it targeted the data in the environment you kept running. Which of
your Inject 2 assumptions and decisions still hold?
•  You assumed manual workarounds could sustain minimum operations “for a limited period.” That
period is now extended and your people are tired. Does that assumption still hold?
•  If you assumed a single adversary, or that “not failing over” kept you safe, how does a second,
concurrent, financially-motivated actor change your posture? Note explicitly which assumptions
you are now retiring or revising, and why.
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